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Introduction

At Singapore American School we value the rights and freedoms of all people. This includes respecting
your privacy and protecting your personal data. This admissions process privacy notice describes how we
collect and use (or "process") your information during the admissions process into our school. It also tells
you how to contact us as well as outlining what rights you have with regard to your personal data that we
collect during the admissions process.

Who are we?

● Singapore American School (“we”, “our”, “us”) is a school located in Singapore. We provide
K-12 education and are a registered Not-For-Profit Charity with Committee for Private Education
and ACRA in Singapore and our registration number is 196400340R.

● Our Official Name Is Singapore American School Limited

What is the purpose of this privacy notice?

The purpose of this privacy notice is to provide detailed information about how we process personal
data.

Our privacy notice should be read in conjunction with our other policies and terms and conditions which
make reference to personal data, including our Data Protection Policy, Safeguarding policy, Acceptable
Use Policy.

Please read this notice carefully and, if you have questions regarding your personal data or its use,
please contact the Data Protection Officer at dpo@sas.edu.sg.

If you consider your personal data is not being used appropriately in accordance with this policy, you
may contact us at dpo@sas.edu.sg. Additionally, you are entitled to lodge a complaint with the Personal
Data Protection Commission at this web link here, contacting them at +65 6377 3131, or writing to

Personal Data Protection Commission
10 Pasir Panjang Road
#03-01 Mapletree Business City
Singapore 117438
Attn: Officer-in-charge, Consumer Services & Investigation

We will update this Privacy Notice from time to time. Any substantial changes that affect how we process
your personal data will be notified on our website and to you directly, as far as practicable.

What is personal data?

The term ‘personal data’ refers to any information which identifies you or can be used to identify a data
subject when used in conjunction with other information.

The term ‘data subject’ describes the person about whom the personal data is about.
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What personal data do we collect about you?

We process personal data about visitors to our website; prospective, current and past: students and their
parents; staff and contractors; donors and supporters; and other individuals connected with or visiting
our school.

The personal data we process takes different forms, including:
● names, addresses, telephone numbers, e-mail addresses, emergency contact information;
● IP addresses, location data, website statistics and analytics;
● website cookies (see our cookies policy);
● students' and their family members’ date of births, nationalities etc.
● admissions, academic, disciplinary and other education related records, references, examination

scripts and marks;
● parents’ employment data;
● images, audio and video recordings;
● financial information and identification documents (e.g. for bursary assessment or for

fundraising);
● employee and former employee data including recruitment, training, performance management,

payroll, and other HR information.
● Background checks including criminal records (for employment purposes)

As a school, from time to time we also need to process personal data which is designated as “sensitive”
in order to facilitate our school operations and activities. Such data includes personal data regarding a
data subject concerning:

● Financial information
● Identification of vulnerable individuals
● Life, accident and health insurance information
● Medical information
● Adoption matters
● Others

How do we obtain your information?

We collect most of the personal data we process directly from the data subject concerned (or often in
the case of students, from their parents. In some cases, we collect data from third parties (for example,
referees/references, and previous schools) or from publicly available resources.

We also collect data about you when:
● you have expressed an interest in having a student attend our school;
● you have registered to attend (or have attended) one of our events;
● you visit our website;
● you sign up to receive email our newsletter and/or prospectus;
● you have expressed an interest in working for, or with, us; or
● you are a student or a parent/guardian of a student enrolled at our school
● you are employed by us or an organization with whom we have a business relationship.
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How do we use your personal data?

Whenever we use (or “process”) any personal data, we do so in accordance with applicable laws and
regulations (including with respect to safeguarding or employment). Personal data held by us is
processed by appropriate members of staff for the purposes for which the data was provided.

We take appropriate technical and organizational steps to ensure the security of personal data about
individuals, including policies around use of technology and devices, and access to school systems.

In the course of school business, we share personal data with third parties such as examination boards,
the school’s Nurse/Doctor, the school’s professional advisors and relevant authorities. We may also be
required to share your personal data with other organizations for legal or statutory purposes, or where
we have your consent to do so.

We may also share data with the parent–teacher association in order to facilitate parental participation.
Moreover, some of our systems are managed or operated by third parties (e.g. hosted databases, school
website, school calendar, school post and my school portal or cloud storage providers).

Sharing data with these parties is always subject to contractual assurances that personal data will be kept
securely and only in accordance with our specific directions. We do not transfer personal data you have
provided unless we are satisfied that the personal data will be afforded an equivalent level of protection.

Additionally, the School will provide information to each pupil/parent (which can include relevant
personal data of the respective child) as necessary to facilitate school operations.
For more information on how we transfer data to other countries is available upon request by contacting
our Data Protection Officer at dpo@sas.edu.sg.

Purposes for which we process personal data

We process personal data to support our operation as an independent school. In particular, we use the
data for:

● The selection and admission of students;
● The provision of education and enrichment to our students, including the administration of our

curriculum; monitoring student academic progress and educational needs; reporting on the
same internally and to parents; administration of students’ entries to public examinations, and
providing references for students (including after a student has left);

● The provision of educational support and related services to students;
● The safeguarding of students’ welfare and provision of pastoral care, welfare, health care

services and support.
● The provision of a safe and secure environment for students, staff, and visitors to the school.
● Compliance with legal and regulatory requirements;
● Operational management including the compilation of student records; the administration of

invoices, fees and accounts; the management of school property; the management of security
and safety arrangements (including the use of CCTV in accordance with our CCTV Policy and
monitoring of the school’s IT and communications systems in accordance with our Information
Security and Technology Use Policy); the administration and implementation of our school’s rules
and policies for students and staff; and the maintenance of historic archives;
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● Staff administration including the recruitment of staff/engagement of contractors; administration
of payroll, provision of medical insurance, pensions and sick leave; review and appraisal of staff
performance; conduct of any grievance, capability or disciplinary procedures; and the
maintenance of appropriate human resources records for current and former staff; and providing
references;

● Advancement including fundraising;
● Analyzing website traffic, demographics and behavior through the use of analytical tools and

cookies;
● The promotion of our school through our website[s], our prospectus and other publications and

communications (including through our social media accounts);
● Maintaining relationships with our alumni and former employees.
● For keeping a record of historical and memorable events relevant to the maintenance of a

historical record.

What is our legal basis for processing your personal data?

We may process your personal data for the above purposes based one or more of the following legal
bases:

● we have an individual’s consent to do so (or their parent’s, if appropriate). You can withdraw your
consent at any time by emailing dpo@sas.edu.sg.

● it is necessary for the performance of a contract (e.g. an employment contract with a member of
staff);

● it is necessary for our compliance with our legal obligations. In this respect, we may use personal
data to exercise or perform any right or obligation conferred or imposed by law in connection
with employment; and/or for the prevention and detection of crime, and in order to assist with
investigations (including criminal investigations) carried out by the police and other competent
authorities;

● it is necessary for our or a third party’s legitimate interests. These “legitimate interests” include
our interests in providing high quality education, fostering relationships with those in the school
community, and our interests in managing and operating the school to the best of our abilities.

● it is necessary to protect an individual’s vital interests (in certain limited circumstances, for
example where a student has a life-threatening accident or illness while at school and we have to
process that student’s personal data in order to ensure the student receives prompt and
appropriate medical attention);

● it is necessary for the establishment, exercise or defense of legal claims;
● it is necessary for reasons of substantial public interest, including safeguarding purposes;
● it is necessary for medical purposes, including medical diagnosis and the provision of health care

or treatment for students, managing related health care systems, and/or for assessing the
working capacity of staff;

● it is necessary for archiving, research or statistical purposes;

Consent

Under data protection laws, the rights belong to the individual to whom the data relates (i.e. the data
subject). However, where consent is required as the lawful basis for processing personal data relating to
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students we will often rely on parental consent, unless, given the nature of the processing in question,
and the student’s age and understanding, it is more appropriate to rely on the student’s consent.

Parents should be aware that in such situations they may not be consulted, depending on the interests of
the child, the parents’ rights at law or under their contract, and taking into account all the relevant
circumstances.

In general, we will assume that students’ consent is not required and that other lawful bases are more
appropriate, as described above for ordinary disclosure of their personal data to their parents, e.g. for
the purposes of keeping parents informed about the student’s activities, progress and behavior, and in
the interests of the student’s welfare, unless, in the school’s opinion, there is a good reason to do
otherwise.

However, where a student seeks to raise concerns confidentially with a member of staff and expressly
withholds their agreement to their personal data being disclosed to their parents, we may be under an
obligation to maintain confidentiality unless, in our opinion, there is a good reason to do otherwise; for
example where the school believes disclosure will be in the best interests of the student or other
students, or is required by law.

What are our responsibilities for looking after your personal data?

In every case, when we are collecting or using personal data, we will comply with the requirements of
Singapore’s data protection legislation, i.e. the Personal Data Protection Act 2012.

What rights do you have over your personal data?

Under data protection laws, you have the right to:
● obtain access to, and copies of, the personal data that we hold about you (subject to legal

exceptions);
● correct the personal data we hold about you if it is incorrect;
● where our processing is based on your consent, you may withdraw that consent, without

affecting the lawfulness of our processing based on consent before its withdrawal.

If you would like to exercise any of your rights under data protection law for which we are the data
controller, please make your request by emailing us at dpo@sas.edu.sg.

Please note that these rights are not absolute, and we may be entitled or required to refuse requests
where exceptions or exemptions apply.

We will respond to any such written requests as soon as is reasonably practicable and in any event within
statutory time limits.

We try to ensure that all personal data held in relation to an individual is as up to date and accurate as
possible. Please notify dpo@sas.edu.sg of any significant changes to important information, such as
contact details, held about you.

If you have any questions or concerns about how we are using your personal data or if you would like to
exercise any of your information rights, please contact us at dpo@sas.edu.sg.
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How do we retain and store your personal data?

All personal data is securely stored in accordance with legal requirements. We retain personal data only
for legitimate purposes, relying on one or more of the lawful bases as set out above, and only for so long
as necessary for those purposes, or as required by law.

Contact us

If you have questions, requests or issues, please let us know how we can help. Our Data Protection
Officer can be reached at dpo@sas.edu.sg.

Controller Details

Singapore American School
40 Woodlands Street 41
Singapore 738547
+65 6363 3403
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Document/Policy Updates and Tracking
Any changes will be communicated as applicable.
Responsible person for the development of and changes to this document/policy: Muhammad
Azeem

Last updated /
latest version
(include date):

By (name) Action(s) taken Update accepted
(if necessary) by
leadership, date

Released by,
when,
where/how

Notes

Mar 24, 2023 Muhammad
Azeem

Document
created

© Nine (9ine) Consulting Ltd. 2021. This document is adapted from a template provided under
contract with Nine (9ine) Consulting Ltd clients for SAS use and shall not be distributed to third
parties without the express written permission of SAS and Nine (9ine) Consulting Ltd. The use of all
or part of this document by any third parties, without the written permission of SAS and Nine (9ine)
Consulting Ltd, is prohibited and any unauthorized act may result in legal action.
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